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<stix:
"http:
"http:
"http:
"http:
"http:
"http:
:indicator="http://stix.mitre.org/Indicator-2" xmlns:stixCommon=
"http:
"http:

xmlns

STIX Package xmlns:cyboxCommon="http://cybox.mitre.org/common-2" xmlns:cybox=
//cybox.mitre.org/cybox-2" xmlns:cyboxVocabs=

//cybox.mitre.org/default vocabularies-2" xmlns:FileObj=
//cybox.mitre.org/objects#FileObject-2" xmlns:marking=
//data-marking.mitre.org/Marking-1" xmlns:tlpMarking=
//data-marking.mitre.org/extensions/MarkingStructure#TLP-1" xmlns:TOUMarking=
//data-marking.mitre.org/extensions/MarkingStructure#Terms Of Use-1"

//stix.mitre.org/common-1" xmlns:stixVocabs=
//stix.mitre.org/default vocabularies-1" xmlns:stix="http://stix.mitre.org/stix-1"

xmlns:NCCIC="http://www.us-cert.gov/nccic" xmlns:CISCP="http://us-cert.gov/ciscp"

xmlns:

xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="

http://cybox.mitre.org/common-2 http://us-cert.gov/ciscp
http://www.us-cert.gov/sites/default/files/STIX Namespace/ciscp_vocab vl.1l.l.xsd" id=

"TA17-
"2017-

132A WannaCry 12May2017" version="1.1.1" timestamp=
05-19T01:50:28.526000+00:00">

<stix:STIX Header>

</stix:STIX Header>
<stix:Indicators>

<stix:Title>Indicators Associated With WannaCry Ransomware</ :Title>
<stix:Package Intent xsi:type="stixVocabs:PackageIntentVieca ">Indicators
</stix:Package Intent>
<stix:Description>IOCs associated with WannaCry Ransom tivity.
</stix:Description>
<stix:Handling>
<marking:Marking>
<marking:Controlled Structure>//node () *
</marking:Controlled Structure>
<marking:Marking Structure xsi:type
"TOUMarking:TermsOfUseMarkingStructur e’ >
</marking:Marking Structure>
<marking:Marking Structure x§i: "£lpMarking:TLPMarkingStructureType"
color="WHITE" />
</marking:Marking>

</stix:Handling>
<stix:Information Source>
<stixCommon:Time>
<cyboxCommon:Pr
</cyboxCommon:Pr
</stixCommon:Ti
</stix:Information ce>

uced Time>2017-05-19T01:50:19+00:00

icator-2cc6ee0f-3c34-11e7-846c-64006a8636ca" timestamp=
6000+00:00" xsi:type="indicator:IndicatorType">

"NCCIC:Observable-7£142976-87d0-4cba-a0c8-0ad36be8dclf" >
<cybox:0bject id="NCCIC:Object-2cc6eel0-3c34-11e7-99b5-64006a8636ca">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File Name condition="Equals">geriuwjhrf
</FileObj:File Name>
<FileObj:Size In Bytes condition="Equals">3514368
</FileObj:Size In Bytes>
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon:Type condition="Equals" xsi:type=
"cyboxVocabs : HashNameVocab-1. 0" >MD5</cyboxCommon : Type>
<cyboxCommon:Simple Hash Value condition="Equals">
3175E4BA26E1E75E52935009A526002C
</cyboxCommon:Simple Hash Value>
</cyboxCommon : Hash>
<cyboxCommon:Hash>
<cyboxCommon:Type condition="Equals" xsi:type=
"cyboxVocabs : HashNameVocab-1.0">SHA1</cyboxCommon: Type>





